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Precaution

Precaution

[Trademark]

W Modbus is a registered trademark of Schneider Electric, Inc.

m CANopen is a registered trademark of CAN in Automation.

m Windows is a registered trademark of Microsoft Corporation in the United States and other countries.

m All other brand or product nhames are or may be trademarks or registered trademarks of, and are
used to identify products or services of, their respective owners.

Caution:
(1) You must not reprint all (or a part) of the contents of this manual without getting the permission of Akiyama
Manufacturing.
(2) The contents of this manual may be changed in the future without a notice.

Reference document:
MODBUS APPLICATION PROTOCOL SPECIFICATION V1.1b3




Introduction

Introduction

The Protocol Analyzer for Modbus ASCII (Model: AKM-RSM-FMO) is the tool which analyzes the Monitor Result data of the
Serial Port Monitor and Analyzer (Model: AKM-RSM-100). The analysis result is outputted to the text file.

From now on, " Protocol Analyzer for Modbus ASCII (Model: AKM-RSM-FMO0)" will be described as "Protocol Analyzer".
And also, "Serial Port Monitor and Analyzer (Model: AKM-RSM-100)" will be described as "AKM-RSM-100".

Analyzed contents are based on V1.1b3 of Modbus.

The flow of the communications, the wrong point about the protocol, and so on will be confirmed visually by analyzing
Monitor Result data.

1) Protocol Analyzer for Modbus ASCIT

File  Options Help

Analysis Data Range
Start Position (Event Mumber): | From the Top Event w

End Position (Event Mumber): | To the Bottom Event w

Direction Detection Method
@ Automatic Detection
() Manual Setting

Analysis Target Servers

All Servers w | 0247 |

Output File Name

Qutline of Analysis Conditions:

Close

Screen image

The Protocol Analyzer is the Add-on function of the AKM-RSM-100.
AKM-RSM-100 Professional Edition is necessary to use this Protocol Analyzer.
(Not available in Basic Edition and Standard Edition of AKM-RSM-100.)




Introduction

The Protocol Analyzer has two analysis types of the "Detailed Analysis" and the "Outline Analysis".

H Detailed Analysis

All data string is analyzed in detail. In addition, relations between the [Request] from the Client and the
[Response] from the Server are confirmed.
Then, Alert is outputted when some problems are found.

---= [Mormal] [Reguest] (0x0000000000017 Cxoooe o xx 3300 Kx) mmm === === mmmmmmm oo >
(010710000000 FD<er>< | >

Server Address: 1 (0x01), Function Mumber: 1 (0x01)
Function Mame : Read Coils

Starting Address: 0x0001, Quantity of Coils: 1 (0x0001)

{--- [Mormal] [Response] (0x000000000073) Cxoxxsx/o et X ) —=========m=mmmmmmmmmmmm oo oo
OTMO0T0RFE<cr>< 11>

Server Address: 1 (0:01), Function Mumber: 1 (0x01)

Function Mame : Read Coils

Byte Count: 1 (0x01)

Status e Following —-------------------

0=00071:0M

. (Request Event Mumber: O0x000000000001)
---= [Mormal] [Reauest] (0x0000000000217 (oot 3o s 3300 mx) mm= === === === == m oo p

:01010013001308<er>< 11>

Server Address: 1 (0x01), Function Mumber: 1 (0x01)
Function Mame : Read Coils

Starting Address: 0x0014, Quantity of Coils: 19 (0x0013)

{--- [Normal] [Response] (0x000000000032) Cxoooxx/ K xxiXxixg) —=mmmm===mmmmmmmmm oo mmm oo
(010 0EC0BBOSBES e r>< 1>

Server Address: 1 (0x<01), Function Number: 1 (0x01)

Function Mame : Read Coils

Bvte Count: 3 (0x03)

Status To----- Fallowing —====---=======------

0x0014:0N , 0x0015:0FF, 0x0016:0M , 0x0017:0W , 0x0018:0FF, 0x0019:0FF, 0x0014:0M , 0x001B:0N ,
Ox001C:0N , 0x0010:0M , 0x00TE:OFF, 0x00TF:0N , 0x0020:0FF, 0x0027:0M , 0x0022:0M , 0x0023:0FF,

D0024:0M , 0u0025:0FF, 0x0026: 0N
(Request Event Number: 0x000000000021)

File output image (Detailed Analysis)
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H Outline Analysis

Only the Server Address and the Function Number are analyzed.

-—-= [Mormal] [Reauest] (0:000000000001) G/ oS00 3 xxixn) —mmmmmmmmmmmmmmmm s oo p
:01070000000TFD<cr><1f>

Server fddress: 1 (0x01), Function Number: 1 (0x01)

Function Mame : Read Coils N
<--- [Normal] [Response] (0x000000000013) Ciooo/s/so sxissinge) —=============mmmmmmmmmmmmm oo
:01010105F8<cr>< 1>

Server fddress: 1 (0x01), Function Number: 1 (0x01)

Funct ion Mame : Read Coils

---- [MNormal] [Reauest] (0:000000000021) Coomdsoe/san xxiwxixx) ============ == mmmmmem e oo >
:01010013001308<cr><1$>

Server fddress: 1 (0x01), Function Number: 1 (0x01)

Funct ion Mame : Read Coils S
<--- [Mormal] [Response] (0x000000000032) e/ sx/ % ®xImxixg) —=================m—mmm—mmmmom o
:0710103C0OBBOSBELcr>< 11>

Server Address: 1 (0x01), Function Number: 1 (0x01)

Funct ion Mame : Read Coils

-—== [Mormal] [Reauest] (0x000000000044) e scondsox ®ximmismg) —mmmmmmmmmmmm oo m oo >
0107000007002 7<cr>< 1>

Server bddress: 1 (0x01), Function Number: 1 (0x01)

Function Mame : Read Coils
_________________________________________________________________________________________________ >

File output image (Outline Analysis)




Precautions

Precautions

(1) The Protocol Analyzer can be started from [Tools] menu of the AKM-RSM-100 Professional
Edition. (Not available in Basic Edition and Standard Edition of AKM-RSM-100.)

(2) The Protocol Analyzer does the analysis based on the specification of the "Modbus Application
Protocol Specification V1.1b3".
A proper analysis result may not be able to get it in the case of the data string of the other version of
Modbus.

(3) When the [Request] from the Client and the [Response] from the Server is being mixed in the Monitor
Result data, a proper analysis result may not be able to get it.
(Especially, when [Request] and [Response] are only in either the Port 1 or the Port 2 in the RS-485
network of 2 wires through both.)

(4) When there is the [Stop mark] in the Analysis Data Range, the Analysis is stopped with the [Stop
mark].

(5) The Protocol Analyzer is application software based on .NetFramework4.
If you are using the AKM-RSM-100 of the Version 4 series, confirm that .NetFramework4 is in your PC.
If .NetFramework4 is not in your PC, install it in advance before the Protocol Analyzer is started.

(6) An Analysis Result File may become enormous volume corresponding to the volume of the
Monitor Result data.
Therefore, output an Analysis Result File to the storage of NTFS.




Operational Conditions

Operational Conditions

(1) Start Protocol Analyzer in accordance with "How to Start" which is described later from [Tools] menu of
AKM-RSM-100.

(2) The Protocol Analyzers can start multiple from AKM-RSM-100.

However, be careful of the number of the starting because the memory resource of PC (Windows) is
occupied corresponding to the number of the Protocol Analyzer which was started.

(3) When the Protocol Analyzer was started, following contents are taken over from the setting of the
AKM-RSM-100.
- Top Event Number of Monitor Result data
* Current Cursor Position of Monitor Result data
* Bottom Event Number of Monitor Result data
* Date Format
- Display Condition of Tool Tip

(4) When the AKM-RSM-100 Professional Edition is being used by the User ID of the Trial edition, only 10
Protocol data string will be analyzed. Then, processing will be stopped.

(5) In this manual, each procedure and each screen display are being described based on Windows 10.
In other OS, each procedure and each screen display are almost same as Windows 10.




How to Start

How to Start

The Protocol Analyzer is the Add-on Program of the AKM-RSM-100.
Therefore, the Protocol Analyzer is started from the [Tools] menu of the AKM-RSM-100.
First, the Protocol Analyzer must be registered in advance in the [Tools] menu of the AKM-RSM-100.

When Protocol Analyzer is installed, "Add-on Menu Control" will be actuated. And, it will merge Protocol Analyzer to the
[Tools] menu of the AKM-RSM-100. However, in the case of following, "Add-on Menu Control" will be not able to merge
menu.

- When AKM-RSM-100 isn't being installed.

* When 10 kinds of Add-on is registered to the menu already.

*Note: Data will be replaced when Add-on of same name was registered on the [Tools] menu.

In these cases, the menu of the Protocol Analyzer must be registered by using [Tools]-[Management of Add-on] on the
AKM-RSM-100 by the manual operation. Contents of registration by the manual operation are the followings.

* Menu Name : Protocol Analyzer for Modbus ASCII

- Execution File Name : [Install Folder] \ AKM-RSM-FM0.exe
* CMD-line Argument : /MULTI <%datafile%>.aod

- Data File Name : AKM-RSM-FMO0_ <%date%>

*Note: Usually, the default setting of Install Folder is the following.
[OS Drive]: \ Program Files (x86) \ Serial Port Monitor and Analyzer \ Add-on \AKM-RSM-FM0

From now on, various descriptions will be described under the assumption that the registration of the Add-on menu is
completed. Start Protocol Analyzer as follows from AKM-RSM-100.

How to start: Click on [Tools]-[Protocol Analyzer for Modbus ASCII] of Menu bar.

) Serial Port Monitor and Analyzer - [Refarence of File: File NAmMe s s i 5 o s s i s st
File  Search Options Edit | Tools | Help
EC— DHESE AT HE Y ¢®
Events 00 01 0z 03 0 = teim Report of Cument Moniter 13 14 16 16 17 13 18 14 1B 1C D IE IF =] | Connect () prect @ Relay
0000000000 $0: -> S8R : 0l Protocol Analyzer for Modbus ASc gt If 56 86 ID ~ TTE WO ToE
RD: -> 04 05 -S| T (A N1 O 1
0000000020 SD: 10{4#  Management of Add-on... 8or If Speed
RD: F 8 cr If 04 (N I (A N VI H ]
nonoonoo4  S0; I 0t t 000007 D02 Forlfld O 8 -
RD: B 0 5 B Ecr If 03 ol : 0101 F O 1200bps \\CIICk on
0000000060 S0: () 2400bps .
RD: A4 4 4 5 5 A A& 5 B A A G B A4 A KR A A B 5 AAGEE A AL E & 4K () 4800bps this menu
0o0oo00oE0  S0: () gs00bps
RD: 5 A4 A 5 5 A A5 5 A A G 5 & & 5 5 A A5 5 A A5 5 A& A G 5 & &5 ® 19200bps
0000000040 30: () 33400bps
RD: 5 A4 A 5 5 A A5 5 A A6 5 A& & 5 5 4 A5 5 A4 A5 5 & A5 5 & &5 () 57600bps
nonoonooco  s0: () 115200bps
RD: B & & B B &4 & K & A A G B & 4 B B A4 4 B B 4 & K B A& A K B & 4§ () 230400bps Display Sw.
00000000ED  30: () 460800bps :
RD: 5 & & 5 B 4 & K & A A G B & 4 B B A4 4 B B 4 A& 5 B A& A K B & 4 B v () 921600bps @ CHR.
E3 00 01 02 03 04 05 06 07 0% 08 04 OB OC 0D OE OF 10 11 12 13 14 15 16 17 18 18 14 1B IC 1D 1E IF = () Manual O Hex.
Trigger Error Memory Data bits Parity (g | Stop bits Port Setup Trmen Rec. Mode |Men. Longrun
Stop Mode
Q Even Port1 (3TE) 19200005 8, N, 2
Oon  [Oon  |OF O mis | O odd O it rapss [ | oN
®orF |@orF | @ RmG ||® sbits | ® mone | @ 2bits | P [come | [1200b0s 8, N, 2
Clear Connect
| Put the cursor to the event which is hoped to display the detailed information. Then, press Shift key.




How to Start

Or drop down * icon of Tool bar, and click on [Protocol Analyzer for Modbus ASCII].

Serial Port Monitor and Analyzer - [Reference of File: File Name

File Search Options Edit Tools Help
AT 5 4 Do AR 20 Re aadsd 2AR EE R es
(—
Events 00 01 02 03 04 05 06 07 08 03 04 0B 0 0D OF OF 10 11 12 13 14 15 16 17 13 18 14 1B IC 1D IE 1F |32 Protocol Anlyzer for Madbus ASCII |
pogoonoooo o: > EREE - 0 1 0 1 0 0 0 0 0 0 0 1 F Der i SREIID A] ST
RD: -3 04 05 IFOL = 0 10 1 0 1 05
0D L : 0101 00 1300 1 30 8crlf
Speed
RD: F 8cr If 04 010D 103 CoD g
000000040 SD: I : 01 01000007002 7orlfID O coobps
RD: B O 5 B Eorlf 03 Mozt F O 1200bps
D0000000G0  SD: O 2400bps .
RD: 4 A A G E A 45 5 4 AGE G5 AAGE AAEGS AAEGEGEAAGE A KE O 4800bps Click on
000000060 SD: O 9500bps ..
RD: 5 A A5 5 A A5 5 A ASGE AAGS AAS 5 AAGSE AAGEGLEAKS ® 19200bps this item
D000000DAD  SD: O 38400bps
RD: 6 A A G B A A5 5 A A KK AAG 5 A AES A A EEAAGES A KE O s7600bps
00000000CH  D: ) 1152006ps
RD: 6 A A G E A A5 G & &K G5 AAGE AAEGS A EEGEAAGE A AS ) 2304006ps =
000NOODED  SD: ) 460800bps .
RD: 5 A A5 5 A A5 5 A AGE G5 AAGE AAES AAEEAAGS A &5 v | (O o2soobps @® CHR.
H 00 01 02 0% 04 05 06 07 0% 09 04 OB 0C 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B IC IDIEIF = | O Manual O rex.
Trigger Error Memory Data bits Parity fap | Stop bits Port Setup Timen |Rer_l"|ode Men. Tre
Stop Mode
. . . . 8 Even o Part1 (OTE) 19200bps 8, N, 2
ON ON FIX Thits Odd 1bit | il -I:: : ' ON
@ OFF |@® OFF | @ RMG || @ sbits | @ None | @ abits | Port2(OCE) |coms - | [5200bps 8, N, 2
Clear Connect
| Put the cursor to the event which is hoped to display the detailed information. Then, press Shift key.

The Protocol Analyzer is available when the status of the AKM-RSM-100 is the following.

Displaying Monitor Result Displaying File Contents
Displaying Monitor Result Displaying File Contents

-10 -
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How to Operate

H Open the Monitor Result File

When AKM-RSM-100 is the following status, the Monitor Result File must be opened by the manual operation first.

Mo Data and Disconnected Mo Data and Connected

By clicking on [File]-[Open] of Menu bar, open the Monitor Result File to be displayed.
After that, start the Protocol Analyzer.

m Specify Option Setting

First, specify various Option items of the Protocol Analyzer.
Click on [Options]-[Options] of Menu bar of the Protocol Analyzer. In this operation, [Options] screen will be displayed.

Close Options screen by clicking on OK button after all designation is completed.

(1) Server Option
Specify about the Server Address here.

te1) Protocol Analyzer for Modbus ASCII - Options

Server  prefix  Others

Options about Server Address

Server Address Range: 0 r~

Server Address 0 is handled as Broadcast

Default Cancel

[Server Address Range]: (Default: 0-247)
Specify the range of Server Address which is being used in your system.
Maximum number of server is 255.

[Server Address 0 is handled as Broadcast]: (Default: Checked)
Check it when the Server Address 0 is the Broadcast.
The Function [Request] of the Broadcast is processed as the communications of No Response.
If the Server Address 0 is handled in the same way as other Server, remove this check.

-11 -
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(2) Prefix Option
Specify about the Data Model here.

1l Protocol Analyzer for Modbus ASCII - Options

Options about the Data Model

Address Expression: (@) Hexadecimal Number () Decimal Mumber

Default Cancel

[Address Expression]: (Default: Hexadecimal Number)
Specify the expression of each following Address which is used in the Analysis Result File.
(a) Coil Address
(b) Discrete Input Address
(c) Input Register Address
(d) Holding Register Address

[Prefix to give to the Coil Address of the Decimal Number]: (Default: "" No Prefix)
Specify Prefix which is added to the head of Coil Address when the Coil Address is outputted by the
Decimal Number.
No Prefix or the Decimal Number "0" to "9" is available.

[Prefix to give to the Discrete Input Address of the Decimal Number]: (Default: "1")
Specify Prefix which is added to the head of Discrete Input Address when the Discrete Input Address
is outputted by the Decimal Number.
No Prefix or the Decimal Number "0" to "9" is available.

[Prefix to give to the Input Register Address of the Decimal Number]: (Default: "3")
Specify Prefix which is added to the head of Input Register Address when the Input Register Address
is outputted by the Decimal Number.
No Prefix or the Decimal Number "0" to "9" is available.

[Prefix to give to the Holding Register Address of the Decimal Number]: (Default: "4")
Specify Prefix which is added to the head of Holding Register Address when the Holding Register
Address is outputted by the Decimal Number.
No Prefix or the Decimal Number "0" to "9" is available.

*Note: Each Address exists from 1 to 65536 in the decimal number. When Prefix is given, it is expressed from
P0001 to P65536 (P: Prefix).
Example) When the Prefix is "3": from 30001 to 365536

-12 -
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(3) Others Option
Specify about the Other Setting here.

Y1) Protocol Analyzer for Modbus ASCII - Options

Other Setting
Analysis Level: () Detaled Analysis () Outline Analysis
Encoding Type: | UTF-8 2
Default Cancel

[Analysis Level]: (Default: Detailed Analysis)
Specify the Analysis Level.
[Detailed Analysis] : All data will be analyzed in detail.
[Outline Analysis]  : Only the Server Address and the Function Number (and
Sub-Function Number and MEI Type) will be analyzed.

[Encoding Type]: (Default: UTF-8)

Specify encoding type of the Analysis Result File.

(4) [Default] Button
By clicking on this button, all Option setting is returned to the Default Setting.

11| Protocol Analyzer for Modbus ASCII - Options

Server  pPrefoe  Others

Options about Server Address

Server Address Range: 0 ~ | 247

Server Address 0 is handled as Broadcast

Default Cancel

*Note: After this button was clicked, the changes are applied by clicking on the [OK].

-13 -
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m Execute the Protocol Analyzer

After setting up various Options, set up the screen of the Protocol Analyzer. After that, execute the Protocol Analyzer.

e Protocol Analyzer for Modbus ASCII

File  Options Help ——(@)

Analysis Data Range /
Start Position (Event Number): | From the Top Event v
End Position (Event Number): | To the Bottom Event - /(b)

Direction Detection Method
@ Automatic Detection

() Manual Setting /(C)
Analysis Target Servers 4/
all Servers v | [0-247 )]

Output File Name 4 

Cutline of Analysis Conditions:

Execution Close

(@) [Analysis Data Range]:

[Start Position]: (Default: From the Top Event)
Specify the Start Event Number of Monitor Result data which is analyzed.
Specify it from three kinds of the following.
* [From the Top Event]
* [From the Current Cursor]
* [Manual Setting] (Input Event Number by manual operation.)

[End Position]: (Default: To the Bottom Event)
Specify the End Event Number of Monitor Result data which is analyzed.
Specify it from three kinds of the following.
* [To the Bottom Event]
* [To the Current Cursor]
- [Manual Setting] (Input Event Number by manual operation.)

-14 -
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(b) [Direction Detection Method]: (Default: Automatic Detection)
Specify the detection method about the communications direction.
The Automatic Detection will find the Client Side port and the Server Side port automatically at the
top process of the analysis execution by using the delivered Monitor Result Data.

Specify Client Side port and Server Side port by using manual operation when Client Side port and
Server Side port can't find it by the Automatic Detection.

By specifying the Manual Setting, Communications Direction setting screen of the following figure
will appear. Specify the Communications Direction here by the manual operation.

Direction Detection Method Communications Direction
() Automatic Detection Client Side: Portl -
(®) Manual Setting Server Side: | Port2 w

Anzalusic Tarneat Serruers

In addition, the Client Side port is port which transmits Function (request) of Modbus
And, the Server Side port is the port which transmits response by Function (request) from the Client
Side.

(c) [Analysis Target Servers]: (Default: All Servers 0-247)
Specify the server addresses to analyze.

* [All Servers] : [Server Address Range] which was specified in the [Option] setting.

- [Choose Server] : The Server Address of the analysis object can do selection in the
[Server Address Range] which was specified in the Option setting.
When [Choose Server] is specified, the following [Setting of
Analysis Object Server Address] screen is displayed.
Give a check to the Server of the analysis object in this screen.
Then, click on [OK] button.

1) Setting of Analysis Object Server Address

Select all Release Al Address (Decimal number): I:I

0x0¥ (000 - 0x0F):
Dxl¥ (0x10 - Dx1F):
0x2¥ (0x20 - Dx2F):
03 (0x30 - Dx=3F):
O (04l - 0x4F):
DxBX (080 - 0xAF):
0xB¥ (0xB0 - DxBF):
0xTH (070 - 0x7F):
0xB¥ (080 - 0xBF):
D8 (080 - 0x9F):
Dbl (0xAD - DxAF):
0xBY (0xB0 - 0xBF):
0xCH (0xC0 - 0xCF):
DD (0xD0 - 0xDF):
0=E¥ (0xE0 - 0x=EF):
0xF¥ (0xF0 - 0xFF):

KR EEEEEEEEE R EE RS
HEHREREREARERERERREERERS
NERNAREREREREEERE
KRR AR R R AR R R R R R R &
K& EEEEEEEEEEE R RS
KHEERERREREERERERRERERERS
KEEERREEEEERE R EEEH
K EEEEEEEEEEEEEE S

BARAREREREEEREREE:E
B EEEEEEEEEEEEE A E
BRI EEEEEEE R AR E] R A EL S
R EEE R EEE R E R R R R E S
B REEEREEERERE R R E
B AEAEEEEEEEEEEEE S
B EEEEEEEEEEEEEEE S
B &R AR EEEE] R AR E]ETR]E]

8] Cancel

H

- 15 -
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(d) [Output File Name]: (Default: " (Null) )
Specify the Path and File Name of Analysis Result File.
Click on [Text Box] or [...] button. Then, specify Drive, Folder, and File Name.

*Note: The direct input to the [Text Box] can't be done.

After [Output File Name] is specified, [Execute] button will be changed to active.

Zonditions:

By clicking on Execute button, the analysis will be started.
Progress is displayed during analysis by the following Progress Bar. Wait until the analysis is completed.

Qutline of Analysis Conditions:
futomat ic detection processing of the communications direction a
[Warious Setting Condition at the Analvsis Start]

Server Address Ranze: 0-247 (Server Address 0 iz handled
hddress Expression @ Hexadecimal Number

fnalwsiz Level : Detailed fnalvsis
Communicationsz data are being analwzed. ”
L 4 >
-
J

The analysis can be aborted during analysis processing by clicking on Cancel button.

- 16 -
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Other Function

*Caution: When OS is Windows XP, character corruption will occur in this function.
This function shouldn't be used with Windows XP.

The Protocol Analyzer copes with both of Japanese and English. At first, the Protocol Analyzer is started in the language
which is the same as the language of the AKM-RSM.

Then, the Analysis Result File is made in the language which is the same as the display language.

However, the display language of the Protocol Analyzer can be changed in the [Option] menu.
This function is useful when an analysis result file is provided to the Japanese technician.

3 Protocol Analyzer for Medbus ASCIT

File | Options | Help

3 oo

|% Language switching [to Japanese]

By clicking on this menu...

3

Hir

Changed to Japanese edition

End Paosition (Event Mumber): | To the Bottom Event

Direction Detection Method Communi
() Automatic Detection Clienty ZriJWE)  AZLa40)  AULTHH)
® Manual Setting Senverl ey —hOEEE

SIREETUE (f A2 bEE) | FERRDA Al biG w

.
Analysis Terget servers SHRTIE (X085 | BEO(AUIET
all servers W | | 0247
. BISHTSE L
Qutput File Name ® B EhEe
O F#heE
Outline of Analysis Conditions: gt —li—
STOH—fi— | [0-247 |
Y774 1L
| =
SRR BE

ST EEIT RALE

*Note: After it is changed to Japanese edition, it is returned to English edition by the same operation.

-17 -
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Shutdown method

Shut the Protocol Analyzer down in either next method.

Method 1: Click on [Close] of the lower right part
Method 2: Click on [File]-[Exit] of Menu bar
Method 3: Click on [x] of Title bar

a3 Protocol Analyzer for Modbus ASCII

Pl Exit
ae

Start Position (Event Mumber): | From the Top Event

End Position (Event Mumber): | To the Bottom Event

Direction Detection Method
@ Automatic Detection
() Manual Setting

Analysis Target Servers

&ll Servers we | |0-247

QOutput File Name

Outline of Analysis Conditions:

Close

-18 -
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About the contents of the Analysis Result File

The Analysis Result File is made by Text File.

The system image in the file is the following.
There is the Client in the Left hand. And, there is the Server in the Right hand.

The following is the example of the Analysis Result File of the Function 07.

Serial Port Monitor and Analvzer (Model: AKM-RSM-100)
Protocol &ralvzer for Modbus ASCIT (Wer.x.x.x.x) [based on 1.163]1 (Dic. Rev. xoodxo/xx)

Source File Name: woocoooooood mon

[Various Setting Condition at the Analvsis Start]
Server Address Range: 0-247  (Server bddress 0 is handled as Broadcast: Yes)
bddress Expression @ Hexadecimal Mumber
bralvsis Level : Detailed bnalvsis

bralvsis Target Server(s): 0-247
bralvsis Data Range : 0:000000000000-0:000000000019

222z fralvsis was started GoooSoo’x siwxix) ==5555222522525550050500000000000000 00000000

-—-- [Mormal] [Reauest] (0x000000000003) (oo st/ % 533 %K) mm===============—mmmmmmmmm oo P
1007EScrs< >

Server Address: 16 (0x10), Function Mumber: 7 (0x07)
Function Mame : Read Exception Status

<--- [Normal] [Response] (0x00000000000F) (oo s/ 300 s3] —m === === mmmmmm oo
(1007607 C<er>< >

Server Address: 16 (0x10), Function Mumber: 7 (0x07)
Function Mame : Read Exception Status

Output Data: OFF ON ON OFF ON OM OFF OW (109 (0x6D))
(Request Event Number: 0x000000000003)

Frocessing was completed normal [v.

==== pralyzis was completed (oooi o0/ xx xxixxixy) =s=s======ss=s==ssssssssssssssssssssssssssszsaas

The (@) is Header. This is the information which is useful when an Analysis Result File is referred to later.

>(b)

The (b) is the Analysis Result. (This part may become enormous volume according to the volume of the

Monitor Result data.)
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About the contents of the Analysis Result File

m About the Header

The configuration of the Header is the following. (2)-1 (2)-2 (2)-3

Serial Port Monitor and Analvzer (Model LKM- RW/ /
Protocol Analvzer for Modbus ASCIT (Ver.w.x.x [based on 1.163] (Dic. Rev xxxx/xx/xx)

i — (3)
Source File Mame: sxooooooocoaas:. mo

[Various Setting Condition at the Analvsis Start]
Server Address Rarmge: (0-247  (Server Address 0 is handled as Broadcast: Yes)

Address Expression : Hexadecimal Mumber (4)
bralysis Level : Detailed bralvsis
5

Aralysis Target Server(s): 0-247 4/( )

6
Aralysis Data Range 0000000000000 -0:000000000014 4/( )
(1) : Parent Application Name of the Protocol Analyzer
(2)-1 : Name and Version of the Protocol Analyzer
(2)-2 : The Version of the Standard Protocol which the Protocol Analyzer is based on
(2)-3 : Revision date of Dictionary File for the Protocol Analyzer
3) : The Monitor Result File which is analysis object (When the analysis object was Memory, it is

outputted with [Memory].)

(4) : [Option] setting conditions when the Protocol Analyzer was executed
(5) : [Analysis Target Servers] when the Protocol Analyzer was executed
(6) : [Analysis Data Range] when the Protocol Analyzer was executed

This information is useful when an analysis result is referred to later. The conditions when an analysis was executed are
definite by referring to this information.
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About the contents of the Analysis Result File

m About the Analysis Result

(1) Outline of the Analysis Result File Format

==== fbralysis was started

Server Address: 16 (0x10)

---= [Mormal] [Request] (0x000000000003) (oo o xx 36t xx i3] == ================ )-mmmmmmmmmao oo > \
H007EICer> <> ¥—— One Protocol Data String (Character Stri

Function Mame : Read Exception Status

Output Data: OFF ON ON OFF ON ON OFF ON (109 (0x60))

(00000 %0 X ixxixk) S=5=====s=ssssssssssssssssssssssssssssssssssssaas

ng)
, Function Mumber: 7 (0x07) jLProtocoI Information ~ Request

(Request Evert Mumber: 000000000003

iy AEEEELEEEREE S
Frocessing was completed normal ly. +— Analysis Processing Result )
===z :'-‘-.nalysis Was completed (XXXX/XX/XX XX:XX:XX) B e
The [Request] from the Client is surrounded by the arrow (------------- >).
And, the [Response] from the Server is surrounded by the arrow (<------------- ).
Following information is outputted in the first line of the [Request] and the [Response].
--—— [Analysis Result] [Request] (Head Event Humber) (Time Stamp) ~———----——-- P
<--- [Analysis Result] [Response] (Head Event Number) (Time Stamp) -———--------

Analysis Result:

Normal

Data String is Normal. And there is no contradiction in the contents of Data String also.

Data String is Normal. However, there is contradiction in the contents of the Data String.

Error!

The Data String which couldn't be analyzed.

Alert

[Request] was transmitted from Client to Server though there was a [Request] that
[Response] hadn't been returned yet.
*Note: Alert isn't outputted in the case shown below.

* Function which [Response] doesn't exist in. (Ex. Function 8 (Sub. 4))

* When a Server Address 0 is handled as a Broadcast.

Server transmitted [Response] though there was no [Request] from Client.

[Response] of Server is different from the Client's [Request] Function.

Exception

Data String is Normal. And, normal Exception as the Protocol was returned.

*Note: Exception occurs only in the [Response].

Head Event Number:

It is the Head Event Number (Hexadecimal Number) of this Protocol Data String.
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About the contents of the Analysis Result File

Time Stamp:
It is the Time Stamp of this Protocol Data String.
*Note: When a Time Stamp isn't included in the Monitor Result data, "????/?2?/?? 22:2?2:?2?" will be

outputted.
(2) Example of the Analysis Result of [Error!]

The Analysis Result is outputted as follows when the Data String is Normal and there is contradiction in the contents of the
Data String.

-—-- [Errar!] [Request] (0x000000000275) (oo son/sx 30 )i ®x) —===============—=mmommmmmmmmmm oo >
:010TFFFFOD0ZFECcr>< 1 2

Server Address: 1 (0x01), Function Number: 1 (0x01)

Function Mame : Read Coils

Starting Address: 0x10000, Ouartity of Cails: 2 (0x0002)
/ Error Message
¥1¥ The Starting Address or the Quantity of Coils is wrong. #%x

_________________________________________________________________________________________________ >
This is the example that the Client is trying to read two Coils from the Coil Address 65536.
The Data String which can't be analyzed is outputted as follows.
----= [Error!] [Request] (0:000000000207) (oo sonxx wxisnis) ===========mmmmmmmmmmm oo e >
(0108001 30000E4<cr>< 11> E M
sk Data string which couldn’t be amalvzed (Cause: wooooososx) kkx «— EfTOr Miessage N

The Function 8 (Sub-Function 19) is reserved function.

The following will be outputted as the Cause.
Un-available character is included in the ADU
Number of byte of PDU is the Odd Number
Illegal Header or Footer
Un-supported Function
Abnormal condition about the Data Length
Unforeseen Error

In addition, the Data String is outputted simply as follows when the length of the Data String which can't be analyzed is
longer than the length of the maximum ADU length (513 bytes).

=== [Error!] [Obscurity] (0x0000000000FC) (oo ®xixsimg) gmm==========—mmmmmmmmmmm oo
34-30- 31 SU 31-30-30-30-30-30-30-30-31-46-44-34-30-31-30- 31 SU 30-B0-30-30-30-30-31-46-44-34-30-

(827 Butes) Simple output of the Data String

~34-30-31-30-31-30-30-30-30- 30-30-30-31-48-44-34-30-31-30-31-30-30-30-30-30-30-30-31-46-44-00-04
xk% Data string which couldn’™ be analvzed (Cause: wxoooonox) ¥k €——— Error Message

*Note: About various Error Messages, refer to the Appendix A: Message List for Analysis Result File.
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(3) Example of the Analysis Result of [Alert]

The Analysis Result is outputted as follows when [Request] was transmitted from Client to Server though there was a
[Request] that [Response] hadn't been returned yet.

-=== [Mormal] [Reauest] (0x000000000007) Croxoo/ /) xxixi®x) mmmmmmmmm === oo s oo m oo >
:01070000000TFD<er»< | >

Server bddress: 1 (0x01), Function Number: 1 (0x01)

Function Mame : Read Coils

Starting Address: 0x0001, Quantity of Coils: 1 (000077

_________________________________________________________________________________________________ >
<=-- [Alert] [Responge] —---c---mmmmmmmmmmmmmm oo
*xk The Server 1 (0x01) hasn’t returned response about the Last Reauest from the Client. ok

Last Request: Read Coils )

Evert Mumber: (0x000000000001 Reguest Data: oo oo o0 300000 xx Alert Message
-=—= [Mormal] [Reauest] (0x000000000074) Ciooon o3 i3 0x) —================ "y -=mmmmmmm oo s
:01010013001308<er>< 1>
Server bddress: 1 (0x01), Function Mumber: 1 (0x01) .
Function Mame : Read Coils Alert Object
Starting Address: 0x0014, Quantity of Coils: 19 (0x0013) ,

The Analysis Result is outputted as follows when Server transmitted [Response] though there was no [Request] from
Client.

=== [Alert] [Request] ——-—-mmmmmmmmmm >
w6k The Client hasn't transmitted the Request about the rext Respomse. kkkx €——— Alert Message
<--- [Mormal] [Response] (0=00000000001E) Caone/ /s wxi st )] —===============- -

:010103COBBOSBE<cr>< >
Server Address: 1 (0x01), Function Number: 1 (0x01)

Function Mame : Read Caoils

Byvte Court: 2 (0x03) >Alert Object
Status To----- Following ---====--=-===-=-----
00N, PYRYH10FF, RRR+RiON o, TRUTH3:0M , TP0+4i0FF, 907+hiOFF, ?997+8:0N | 7999+7:0M ,
TYYLHRION L, TR QiON , YYHI0:0FF, Te11:0M , TYTH1Z2:0FF, TE+13:0M , 7TY+14:0N | 7e+10:0FF,
P60, PTHNTI0FF, 777+18:0M , 7TH19:0FF, 277+20:0FF, ?72+21:0FF, ?77+22:0FF] 727+23:0FF
oo 7

In this example, because there is no [Request], the Coil Address is unknown.
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The Analysis Result is outputted as follows when [Response] of Server is different from the Client's [Request] Function.

=== [Mormal] [Request] (0x000000000001) oo ®x )i mxixg) === mmmmmmm oo mm oo )
1010100000001 FD<er>< 1>

Server Address: 1 (0«01, Function Mumber: 1 (0x01)
Function Kame : Read Coils

Starting Address: 0x0001, Quartity of Coils: 1 (000017

-——- [Alert] [Request] ——----—----mmmmmmm
4% The Client reauested Function 1 in the Event Number 0x000000000007. ok
<--- [Normal] [Response] (0x000000000014) (xxedsxdsx )i xximx) —============m==2)ommmmm oo
MO0Z20105F 7 <ar>< >

Server Address: 1 (0:01), Function Mumber: 2 (0x02)

Function Mame : Read Discrete Inputs >A|ert Object
Byte Count: 1 (0x01)

Status T Following —=-=====------------

PEVTHION , PETYHTI0FF, PYOUHZION , TOYT+3:OFF, PePT+4iORF, 900+h:OFF, PPTY+G:0FH, TP0T+7:0FF
e ARSI

In this example, Server sent the response of Function 2 as the response of Function 1 which Client required.

(4) Example of the Analysis Result of [Exception]

<--- [Except ion] [Responze] (0:000000000286) (xxsexsxx xxtuxiux) —=============m—mmmmmmmmmmmom oo
0131 7D<er>< >

Server Bddress: 1 (0x01), Function Mumber: 1 + 128 (0x01 + 0x80)

Function Mame : Read Coils

Exception Code: 1 (0x01) ILLEGAL FUNCTION
(Request Event MNumber: 0x000000000275)

[Exception] will be outputted as follows in each Exception Code.

Exception
Code Output Message
01 ILLEGAL FUNCTION
02 ILLEGAL DATA ADDRESS
03 ILLEGAL DATA VALUE
04 SERVER DEVICE FAILURE
05 ACKNOWLEDGE
06 SERVER DEVICE BUSY
08 MEMORY PARITY ERROR
0A GATEWAY PATH UNAVAILABLE
0B GATEWAY TARGET DEVICE FAILED TO RESPOND

*Note: In the case of the Exception Code except for the above table, it will be outputted as the
"(UNKNOWN EXCEPTION)".
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Appendix A: Message List for Analysis Result File

m Error Message

Function | Direction Error Message
The Starting Address or the Quantity of Coils is wrong.
01 Request The number of the read of Coil is over range.
Response | There is contradiction in the number of Coil between Request and Response.
Request The Starting Address or the Quantity of Coils is wrong.
02 The number of the read of Discrete Input is over range.
Response | There is contradiction in the number of Discrete Input between Request and Response.
Request The Starting Address or the Quantity of Coils is wrong.
03 The number of the read of Holding Register is over range.
Illegal Byte Count. (Odd number)
Response : . . .
There is contradiction in the number of Holding Register between Request and Response.
Request The Starting Address or the Quantity of Coils is wrong.
04 The number of the read of Input Register is over range.
Illegal Byte Count. (Odd number)
Response - — -
There is contradiction in the number of Input Register between Request and Response.
Request | Illegal Output Value.
05 The written Address is different from the Address of Request.
Response
Illegal Output Value.
06 Response | The written Address is different from the Address of Request.
08-00 Response | Response Data are different from the Request Data.
08-01 Response | Illegal Process Type.
08-02 Request | Illegal Value of Data.
Request | Illegal Value of Data (Second Byte).
08-03 Response Response Delimiter data are different from the Request Delimiter data.
Illegal Value of Data (Second Byte).
08-04 Request | Illegal Value of Data.
Request | Illegal Value of Data.
08-10 Request | Illegal Value of Data.
08-11 Request | Illegal Value of Data.
08-12 Request | Illegal Value of Data.
08-13 Request | Illegal Value of Data.
08-14 Request | Illegal Value of Data.
08-15 Request | Illegal Value of Data.
08-16 Request | Illegal Value of Data.
08-17 Request | Illegal Value of Data.
08-18 Request | Illegal Value of Data.
Request | Illegal Value of Data.
08-20
Response | Illegal Value of Data.
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Function

Direction

Error Message

12

Response

Illegal Data Length of the Protocol Data.

Illegal Byte Count.

15

Request

There is contradiction between Quantity of Coils and Byte Count.

The Starting Address or the Quantity of Coils is wrong.

The number of the write of Coil is over range.

Response

The written Address is different from the Address of Request.

The written Quantity of Coils is different from the Quantity of Coils of Request.

16

Request

The Starting Address or the Quantity of Registers is wrong.

Illegal Byte Count. (Odd number)

There is contradiction between Quantity of Registers and Byte Count.

Response

The written Address is different from the Address of Request.

The written Quantity of Registers is different from the Quantity of Registers of Request.

20

Request

Illegal Byte Count.

Illegal Byte Count.

Illegal File Number (0). (Group x)

The number of the read of Record is over range. (Group x)

The Starting Record Number is over range. (Group x)

Illegal Reference Type. (Group x)

Response

There will be the Group of abnormal Byte Count. (Lack of the communications data)

There is contradiction in the number of Record between Request and Response. (Group x)

Illegal Byte Count. (Even number) (Group x)

Illegal Reference Type. (Group x)

21

Request

There will be the Group of abnormal Byte Count. (Lack of the communications data)

Illegal Byte Count. (Even number)

The number of the write of Record is over range. (Group x)

The Starting Record Number is over range. (Group x)

Illegal File Number (0). (Group x)

Illegal Reference Type. (Group Xx)

Response

There will be the Group of abnormal Byte Count. (Lack of the communications data)

The written Record Data is different from the Record Data of Request. (Group x)

The written Address is different from the Address of Request. (Group x)

The written Starting Record Number is different from the Request. (Group x)

The written File Number is different from the File Number of Request. (Group x)

Illegal Byte Count. (Even number)

The number of the write of Record is over range. (Group x)

The Starting Record Number is over range. (Group Xx)

Illegal File Number (0). (Group x)

Illegal Reference Type. (Group Xx)

22

Response

T The OR Mask is different from the OR Mask of Request.

The AND Mask is different from the AND Mask of Request.

The Reference Address is different from the Reference Address of Request.
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Function | Direction Error Message

Illegal Byte Count.
The number of the write of Register is over range.

Request | The number of the read of Register is over range.

23 The number of the write of Register is over range.

The number of the read of Register is over range.

Response There is contradiction in the Quantity to Read between Request and Response.
Illegal Byte Count. (Odd number)
Illegal Data Length of the Protocol Data.

24 Response | Illegal Byte Count. (Un-match FIFO Count)

Illegal Byte Count. (Odd number)

Request | Illegal Read Device ID Code.
Illegal Data Length of the Protocol Data.
Illegal Next Object ID.

43-14

Response | Illegal More Follows data.
Illegal Conformity Level.
Illegal Read Device ID Code.

Commion The Data Length of this Protocol Data is longer than PDU of the Standard Specification.

Illegal LRC value.

Exception | Response

In the Standard Specification, this Exception isn't supposed to occur in this Function.

H Alert Message

Direction Alert Message
Request The Server x (0xXX) hasn't returned response about the Last Request from the Client.
The Client hasn't transmitted the Request about the next Response.
Response

The Client requested Function x in the Event Number 0xXXXXXXXXXXXX.
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Appendix B: Example of Analysis Result in each Function

Function 1

--—- [Normal] [Reauest] (0x000000000021) Cexxxdson/sx wxixxixg) —mmmmmmmmmmmmm oo s m oo b
:01070073001308<cr>< 11>

Server Address: 1 (0:01), Furction Mumber: 1 (0x01)

Function Mame : Read Coils

Starting Address: 0x0014, Quantity of Coils: 19 (0x0013)

<--- [Mormal] [Response] (0x000000000032) (oooe/ /o0 300 ¥xixe) —m === === mmmmmmm oo
:010103C0OBBOSEBELcr>< 1>

Server Address: 1 (0x01), Function Mumber: 1 (0x01)
Function Mame : Read Coils

Byte Count: 3 (0x03)

Status e Following —========--=--------

Ox0014:0M . 0x0015:0FF, Dx0016:00 , 0x0017:0M , OxD018:0FF, 0x0019:0FF, Dx0071A:0M , 0x001B:0M ,
Ox001C:ON . 0x0010:00 , Dx001E:OFF, 0x001F:0M , Ox0020:0FF, 0x0021:00 , 0x0022:00 , 0x0023:0FF,

0024 :0M , 0:0025:0FF, 0x0026: 00
(Request Event Number: 0000000000217

Function 2

--=—= [Mormal] [Request] (0x000000000025) (oo o0 e 500330 —m === == m==mmmmmmm oo p
:010200C4001623<cr>< 1>

Server Address: 1 (0x01), Function Mumber: 2 (0x02])

Function Mame : Read Discrete Inputs

Starting Address: 0x00C5, Quantity of Coils: 22 (0x0016)

<--- [Mormal] [Response] (0x000000000037) oot oo™ 30 )00 1) —mm====mm=mmmmmm oo oo oo
:010203AC0E353B<cr>< 1>

Server Address: 1 (0x01), Function Mumber: 2 (0x02])

Function Mame : Read Discrete Inputs

Byte Count: 3 (0x03)
Status T Following —----====-==---------
Ox00CH:0FF, 0x00CE:0FF, 0xQ0C7:0M , 0x00C2:0W , Ox00CH:0FF, 0x00CA:0ON , 0xQ0CB:OFF, 0xQ0CC:ON
Os00CD: OFF, Ds00CE:ON , OsQ00CF:0M , O00D0:0M , 0x0007:0M , 0x0002:0FF, 0x0003:0M , 0x00D4:0W ,
0x0005:0M , Dx0006:0FF, 0x00D7:0M , 0x00D3:0FF, 0x00D9:0M , 0x00D4:0N

(Request Event Mumber: 0:x000000000025)
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Function 3

-=== [Mormal] [Reauest] (0x000000000027) Oxooc/ s/ 5 xxixxixg) ===================--m=-mmmoomoooe >
:0103006B00038E<cr>< 11>

Server Address: 1 (0x01), Function Number: 3 (0x03)

Function Mame : Read Holding Registers

Starting Address: 0x00BC, Quantity of Coils: 3 (0x0003)

{=== [Mormal] [Response] (0x000000000039) (exxxdsxd s wxixmixg) —m=========m=m=mmmmmmmmmmmmmmmom oo
:070308022B0000006465<cr>< | >

Server Address: 1 (0x01), Function Number: 3 (0x03)

Function Mame : Read Holding Registers

Bute Count 2 B (0:06)

Register VYalue: ----- Following —=-=-=--------------

0x006C: 555 (0«022B), 0x006D: 0 (000000, Dx00BE: 100 (0x0064)

. (Request Event Mumber: 0x000000000027)
Function 4

-=== [Mormal] [Recquest] (0x000000000001) Cuoooe/ o st sn) —m=====m=====mmmmm oo mm oo oo s

(01 04FFFDODO3FCLer>< | £
Server Address: 1 (0x01), Function Mumber: 4 (0:x04)

Function Mame : Read Input Registers

Starting Address: 0xFFFE, Quartity of Coils: 3 (0x0003)

<--- [Normal] [Response] (0000000000133 oo o st i) —===m=====mmmmmmmmm oo
:0104061234067894BCEB<cr>< | £

Server Address: 1 (0x01), Function Mumber: 4 (0:x04)

Function Mame : Read Input Registers

Bvte Count ;B (0x06)
Register Yalue: ----- Following --------------------
OxFFFE: 48R0 (0x1234), 0xFFFF: 22136 (0:0678), 0x10000: 39612 (0x9ABC)
(Request Event MNumber: 0=000000000007)
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Function 5

--—- [Normal] [Reauest] (0x000000000028) e/ s )i ®Rimg) —mmm=mmmmmmmm oo oo o >
:010500ACFFO04F<cr>< | >

Server Address: 1 (0x01), Function Number: 5 (0x05)

Function Mame : Write Single Coil

Address: 0x008D, Output Yalue: ON (0xFFOQ)

<--- [Normal] [Response] (0x000000000034) (xxxx/xx/xx xxIxxixm) —=========-===--=--m--omoooooooooo
:0105004CFFO04F<cr><It>

Server Address: 1 (0x01), Function Number: 5 (0x05)

Function Mame : Write Single Coil

Address: 0x008D, Output Yalue: ON (OxFFOQ)
(Reaquest Event Number: 0x000000000028)

Function 6

--—- [MNormal] [Request] (0x000000000025) Cxoooe/ %%/ x50 Xxixxing) —m=m=======m=mmmmmmm oo m oo >
:070B000T0003F5<er»< 1>

Server Address: 1 (0x01), Function Mumber: B (0x08)

Furction Mame : Write Single Register

Address: 00002, Register Value: 3 (0x0003)

<--- [Mormal] [Response] (0:000000000038) (xxe/xxd%x K2 IxKIKH) —mmm===m=mmmmmmmm s oo oo
:070B000T0003F5<er>< 1>

Server Address: 1 (0x01), Function Number: £ (0x08)

Function Mame : Write Single Register

Address: 00002, Register Value: 3 (0x0003)
(Request Event Mumber: 0x000000000025)

Function 7

---- [Normal] [Reauest] (0:000000000003) Cxoocdyx/xx sixixg] =========mmmmmmm oo m e e >
A007E9<er><If>

Server Address: 16 (0x10), Function Mumber: 7 (0x07)
Function Name : Read Exception Status

<--- [Mormal] [Response] (0x00000000000F) (oo oo st xxisg) —m==========m==mmmmmmmmmmm oo
J10076807C<er>< | >

Server Address: 16 (0x10), Function Mumber: 7 (0x07)
Function Name @ Read Exception Status

Output Data: OFF OW OMW OFF OW OM OFF OW (109 (0x60))
(Request Event Number: 0:000000000003)
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Function 8-0

=== [Normal] [Request] (0xD00000000001) (xxxxdsxoxdxx xximxixn) =============--==somo-omoomooooooo >
:01080000414274<cr>< 1>

Server Address: 1 (0:01), Function Number: £-0 (0x08-0:00007

Function Mame : Diagnostics - Return Ouery Data

Data: 65 66 (0x41 0x42)

<--- [Mormal] [Resporge] (0:000000000013) Cooo/xe/xx sxixxixe) ===========m===m=s-mmmmmmmoomoooee
:01080000414274<cr>< 11>

Server Address: 1 (0:01), Function Number: 8-0 (0x08-0:00007

Function Mame : Diagnostics - Return Ouery Data

Data: 65 66 (0x41 0xd2)
(Reauest Event Mumber: 0000000000001

Function 8-1

-=—- [Mormal] [Reauest] (0x000000000025) (oo /5 Xxixxixg) —=m===mm==m=mmm oo oo )
:070800070000FB<cr>< 1>

Server Address: 1 (0:01), Function Number: 8-1 (0x08-0:00017
Function Mame : Diagnostics - Restart Communications Option

Process Twpe: 0 (0x0000) Mormal Restart of communicatiors port.

<--- [Mormal] [Response] (0x000000000037) (oot /s s 8 ixx) —================mmmmmmmmmm oo
:070800010000FB<cr>< >

Server bddress: 1 (0x01), Function Mumber: 8-1 (0x08-0x00017

Function Mame : Diagnostics - Restart Communications Option

Process Twpe: 0 (0x0000) Mormal Restart of communications port.
(Request Ewvent Number: 0:000000000025)

Function 8-2

-=== [Mormal] [Reauest] (0x00000000006C) Cexdsonsx 2 xRI®®) —mmmm=mm=mmmmmmmm oo oo >
:070800020000F5<er>< | >

Server Address: 1 (0x01), Function Number: 8-2 (0x08-0x0002])

Function Mame : Diagnostics - Return Diagnostic Register

Data: 0 (000007

<--- [Mormal] [Response] (0x00000000007E) (/s sxisxing) —mmmm=mmmmmmmm s oo oo oo
:070800021020C5<er>< >

Server Address: 1 (0x01), Function Number: 8-2 (0x08-0:0002)

Function Mame : Diagnostics - Return Diagrnostic Register

Diagnost ic Register Contents: 4128 (0x1020)
(Recuest Event Number: 0x00000000008C)
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Function 8-3

--== [Mormal] [Reauest] (0x000000000090) Cxexxd oo sn )i mxing) —mmmmmmmmmmmm o mm oo >
1010800030400 r>< | £>

Server Address: 1 (0x01), Function Number: 8-3 (0x08-0x0003)
Function Name : Diagnostics - Change ASCII Irput Delimiter

Message Delimiter: "IF7 (10 (0x04))

<-=- [MNormal] [Responge] (0x0000000000A2) (o xd s xmixpixg) —=================m=smmsomoommomoo
:070800030A00EAcr>< 1>

Server Address: 1 (0x01), Function Number: 8-3 (0x08-0x0003)
Function Name : Diagnostics - Change ASCII Irput Delimiter

Messaze Delimiter: "IF7 (10 (0x0&4))
(Request Event Mumber: 0x000000000030)

Function 8-4

--== [Normal] [Reauest] (0x0000000000B4) Cexx/wdxx xxixxixg) =============-==--==-o-oooo-oooooo >
:010800040000F3<er>< 11>

Server bddress: 1 (0x01), Function Mumber: 8-4 (0x08-0x0004)
Function Name : Diagrostics - Force Listen Only Mode

Data: 0 (000007

_________________________________________________________________________________________________ >
*Note: There is no Response in the Function 8-4.
Function 8-10
--—- [Mormal] [Reausst] (0x0000000000CE) (oo %/ s )i xx i) —========mmmmmmmmm oo s »
:0108000A0000EDK cr>< 1>
Server Address: 1 (0x01), Function Number: 8-10 (0:x08-0x0004)
Function Mame : Diagnostics - Clear Counters and Diagnostic Register
Data: 0 (000007 S

<--- [Normal] [Responge] (0x000000000007) (xaxx/wxndxx xxixxixg) -===-==========--==-o-oooo-—ooooo-
:010800040000EDK er>< 1>

Server Address: 1 (0x01), Function Number: 8-10 (0:x08-0x0004)

Function Mame : Diagnostics - Clear Counters and Diagnostic Register

Data: 0 (000007
(Recuest Event Mumber: 0x0000000000C6)
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Function 8-11

--—- [Mormal] [Request] (Dx0000000000E9) Cxoooc /s % s xx) —mm====m=mmmmmmmmm oo oo p
:0708000B0000ECScr>< >

Server Address: 1 (0x01), Function Mumber: 8-11 (0x08-0x000B)
Function Mame : Diaznostics - Return Bus Messaze Court

Data: 0 (0:0000)

<-=- [Mormal] [Response] (0xD000000000FBY (xsoxs/ s/ xxixxixg] ================m==smmsoommooooooe
:0108000B20809C<cr>< 11>

Server Address: 1 (0x01), Function Number: 8-11 (0:x08-0x000B)

Function Mame : Diagnostics - Return Bus Messagze Count

Total Messaze Count: 8240 (0x2030)
(Request Event Mumber: 0x0000000000E9)

Function 8-12

--—- [MNormal] [Recquest] (0x000000000710D) oo/ 3o/ 300 xxixg) —mmm=mmmmmmmm oo >
:0708000C0000EB<cr>< >

Server bddress: 1 (0x01), Function Number: §-12 (0x08-0x000C)

Function Mame : Diagnostics - Return Bus Communication Error Count

Data: 0 (0x0000)

<-=- [Normal] [Response] (0x000000000TTF) (oo o/xx xxiuxixs) ===============m==mmm-mmmsomomooon
:0108000C30407Bcr>< 11>

Server Address: 1 (0x01), Function Number: 8-12 (0x08-0x000C)
Function Mame : Diasnostics - Return Bus Communication Error Count

CRC Error Count: 12352 (0x3040)
(Request Ewent Mumber: 0000000000700

Function 8-13

--—- [Normal] [Recuest] (0x000000000131) oot/ xx ) xximg) —mmmmmmmmmm oo oo m oo >
:070800000000EALcr>< >

Server bddress: 1 (0x01), Function Number: 8-13 (0x08-0x000D)
Function Mame : Diagnostics - Return Bus Exception Error Count

Data: 0 (0x0000)

<--- [Mormal] [Response] (0x000000000743) Cxxxdsxdsx xixxing) —mmmmmmmmmmmmmmm oo mmm oo
:07080000405058<cr>< 1 >

Server bddress: 1 (0x01), Function Number: 8-13 (0x08-0x000D)

Function Mame : Diagnostics - Return Bus Exception Error Count

Exception Error Count: 16464 (0x4050)
(Request Event Number: 0x000000000131)

-33-



Appendix B: Example of Analysis Result in each Function

Function 8-14

--—- [Mormal] [Request] (0x000000000155) (oot o s %00 )i 3x) —=================mmmmmmmmmmmmom o >
:0108000ED000ES<cr>< >

Server Address: 1 (0x01), Function Number: 8-14 (0x08-0x<000E)
Function Mame : Diagnostics - Return Server Messaze Court

Oata: 0 (0x0000)

{--- [Mormal|] [Response] (0x000000000187) Cxooxxdsox/sx )xixxing) —mm-mmmmmmmmmmmmmm oo
:0708000ER06039<cr>< 1>

Server Address: 1 (0x01), Function Number: 8-14 (0x08-0x000E)

Function Mame : Diagnostics - Return Server Message Court

Server Messaze Count: 20576 (0xB0B0)
(Request Event Number: 0x000000000155)

Function 8-15

--—- [Normal] [Reauest] (0x000000000179) oo/ s ) xR xKg) —mmmmmmmmmm oo s m oo >
:0708000F0000ES<cr>< 11>

Server Address: 1 (0x01), Function Mumber: 8-15 (0x08-0:<000F)
Function Mame : Diagnostics - Return Server Mo Response Count

Data: 0 (000007

<--- [MNormal] [Resporge] (0000000000184 Cooot/xox/xx XxixixK) ===============m==mmmsommsommmooee
:0108000FB07018<cr>< >

Server Address: 1 (0x01), Function Number: 8-15 (0x08-0x<000F)

Function Mame : Diagnostics - Return 3erver No Responsze Count

Server Mo Response Counmt: 24688 (0x6070)
(Request Event Number: 0000000000173

Function 8-16

--== [Normal|] [Reauest] (0x00000000019C) st/ >/ %t xxinx) —===============m=-mmm-ommoomooooe >
:010800100000E7<cr><|f>

Server Address: 1 (0x01), Function Number: 8-16 (0:08-0x0010)

Function Mame : Diagnostics - Return Server NAK Count

Data: 0 (000007

<--- [Normal] [Responge] (0x000000000TAEY (xsxx/wxdxm xxixxixx) -===-===-==-===---=-o-ooooooooooo-
:010800107080F T <er>< 1>

Server Address: 1 (0x01), Function Mumber: 8-16 (0:x08-0x0010)

Function MName : Diagnostics - Return Server NAK Count

Server N&K Count: 28800 (0x7080)
(Request Event Mumber: 0s00000000014C)
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Function 8-17

--—- [MNormal] [Reausst] (0x0000000007C07 e xx/ s xxixxinK) —m=m==mm=mmmmmmmmm oo >
20108001 10000E6<cr>< 1>

Server bddress: 1 (0x01), Function Mumber: 8-17 (0x08-0:0011]

Function MName : Diagnostics - Return Server Busy Count

Data: 0 (000000

<--- [Mormal] [Response] (0:000000000101) Cxwoxe/xxd % X2 IRKIKK) —mmm===mm==mmmmmm oo mmm oo
:010800711803006<cr>< 1>

Server bddress: 1 (0x01), Function Mumber: 8-17 (0x08-0:0011]

Function Mame : Diagnostics - Return Server Busy Count

Server Device Busy Count: 32312 (080907
(Request Event Mumber: 0x0000000001C0)

Function 8-18

--== [Mormal] [Request] (0x0000000001E3) (oo o3 sixeixg) —=mm-=mmm=m=mmmmmmmm oo P
:010800120000E5<cr>< 1>

Server Address: 1 (0x01), Function Number: 8-18 (0x08-0x0012)

Furction Mame @ Diagnostics - Return Bus Character Overrun Count

Data: 0 (0=0000)

<--- [Marmal] [Response] (Ox0000000001F5) st/ somd s 306 i3] —m===========mmmmmmmmmmmmmmmmom oo
(0108001290 A0B5<cr>< 1>

Server Bddress: 1 (0x01), Function Mumber: 8-18 (0x08-0x0012)
Function Wame : Diasrnostics - Return Bus Character Overrun Count

Server Character Overrun Count: 37024 (0x30400
(Recuest Event MNumber: 0x0000000007E3)

Function 8-20

-=== [Normal] [Reauest] (0x00000000022B) Ot/ xxIsnixx) ==============mm==ommmmmsomomooe >
:010300140000E3<cr>< 11>

Server Bddress: 1 (0x01), Furction Mumber: 8-20 (0x08-0x0014)

Function Mame : Diagnostics - Clear Overrun Counter and Flag

Data: 0 (0x0000)

<--- [Mormal] [Response] (0x000000000230) e sx wximxixg) —m========mmmmmmm o m oo oo
:0103007140000E3<cr>< | >

Server Address: 1 (0x01), Function Number: 8-20 (0x08-0x0014)
Function Mame : Diasrostics - Clear Overrun Counter and Flag

Oata: 0 (0=0000)
(Request Event Number: 0000000000228
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Function 11

-=-- [Mormal] [Reauest] (0x000000000003) oo sxixxixx) —============m=mmmmmmmm oo oo s
D100BER<cra< [

Server Address: 16 (0x10), Function Mumber: 11 (0x0B)

Function Mame : Get Comm Event Counter

{--- [Mormal] [Resporse] (0x00000000000E) (oooedsond o wxixmixn) —mmmmmmmmmmmmm oo m oo
:100BO000FFFFE f<cr>< 1>

Server Address: 16 (0x10), Function Mumber: 11 (0x0B)

Function Mame : Get Comm Event Counter

Status 2 0 (0x0000) The remote device is not processing a prozram function.

Ewvert Count: B503% (OxFFFF)
(Reauest Event Mumber: 0x000000000003)

Function 12

-—-= [Mormal] [Request] (0x000000000023) (oo sd s sxinxixx) —============m=mmmmmmmm oo oo s
J0CE3<er>< 1>

Server Address: 17 (0x11), Function Mumber: 12 (0x0C)

Function Mame : Get Comm Event Loz

¢--- [Mormal] [Resporse] (0x000000000020) (oo o500 s xi 5] —mmm === = === mm oo
110008000001080121200090<cr><|f>

Server Address: 17 (0x11), Function Mumber: 12 (0x0C)
Function Mame : Get Comm Event Loz

Bvte Count : & (x008)

Status ;0 (0x0000) The remote device is not processing a program function.
Evert Count: 264 (0x0108), Message Count: 289 (0x0121)
Evert Log @ ----- Following (Event 0 is most recent communications event,) --------------------

Evert  0: 32 (0x20)
Evert  1: 0 (0«00} Remote device Initiated Communication Restart
(Reauest Event Mumber: 0x000000000023)
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Function 15

---- [Normal] [Request] (0x00000000002C) (oo sxdsx )onixxixx] =============mmmmmmm e e oo oem >
:0T0F0D13000402C00103<cr>< | 1>

Server Address: 1 (0x01), Function Mumber: 15 (0x0F)
Function Name @ Write Multiple Coils

Starting Address: 0x0014, Quantity of Coils: 10 (0x0004)

Bwte Count D2 (0202

Status Pommoe- Fol lowing --------=-=---------

0<007T4:00 , 0x001%:0FF, 0x0076:00 , 0x0077:0M , Ox0018:0FF, 0x0019:0FF, Ox001A:0M , OxD0TB:ON ,
0x007C:00 , 0x00710:0FF

=== [Mormal] [Response] (0x0000000000447 Gt/ ®xixxi®n) —===m=====m====m=mmmmmmmmmmm oo
(010F00713000A03<cr>< 1>

Server fddress: 1 (0x01), Function Mumber: 15 (0x0F)
Function Name @ Write Multiple Coils

Starting Address: 0x0074, Quantity of Coils: 10 (0x0004)
(Reaquest Event Mumber: 0x00000000002C)

Function 16

--—- [Mormal] [Request] (0x00000000002E) (oo s xxiseixx) —mmmm-mmmmmmmmm oo oo >
:071000010002040004801020B<cr>< 11>

Server Address: 1 (0x01), Function Number: 18 (0x10]
Function Mame : Write Multiple Rezisters

Starting Address: 0x0002, Quantity of Registers: 2 (0x0002)
Bwte Count 24 (0x04)

Register Yalue @ ----- F

o
0x0002: 10 (0x0004), 0000

| lowing —=-====-=-=---------
3:

258 (0x0102)

<--- [Normal] [Response] (0x000000000044) Cxxxx/xxdxx ®xixxixg) —==========-===-m=--m-ooooooooooo-
:011000010002EC<er>< 11>

Server Address: 1 (0x01), Function Mumber: 18 (0x10)

Function Name @ Write Multiple Registers

Starting Address: 0x0002, Quantity of Registers: 7 (0x0002)
(Request Event Number: 0x00000000002E)

Function 17

---- [Normal] [Reauest] (0x000000000010) Cxoxe/xxdsx et xg) —===============mmmmmmmm—mmmmm oo >
TTITDECer»< 1>

Server Address: 17 (0x11), Function Mumber: 17 (0x11)
Function Mame : Report Server ID

<--- [Mormal] [Response] (0x000000000027) (xoooc /o0 300 s3] —m === mmm=m === m oo oo
(11110501 23FF456708<cr>< | >

Server bddress: 17 (0x11), Function Mumber: 17 (0x11)

Function Mame : Report Server [0

Bute Court: 5 (0x05)
From Server 1D to Additional Data: ----- Following ——-=----=-----------
T (0010, 35 (0x23), 265 (0xFF), B9 (DxdB), 103 (0:67)
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Function 20

--—- [Normal] [Request] (0x00000000002F) Gt oot 300 i3] = mmm == === mm oo oo s
:071T40E0600040001000206000300090002BC<cr>< 11>

Server Address: 1 (0:01), Function Number: 20 (Dx14)
Function Mame : Read File Record

Bute Coumt : 14 (Dx(E)

Group Mumber: 1 (0x0001), Reference Twpe: B (0x08)

File Mumber : 4 (0x0004), Starting Record: 1 (OXOUO 1, Length of Record: 2 (0x0002)
Group Mumber: 2 (0x0002), Reference Twpe: & (0x08)

File Murber : 3 (0x0003), Starting Record: 3 (UXUUOQJ Lerngth of Record: 2 (0x0002)

{--- [Mormal] [Response] (0x000000000056) Cxxxxdsxdsx ®xixxing) —mmmmmm=mmmmmmmmm oo s
0114UCU5UBUDFEUU200508330DUU4U5E<Cr><|f>

Server Address: 1 (0x01), Function Number: 20 (0x14)

Furction Mame : Read File Record

Response Data Length: 12 (0x0C)
Group Number: 1 (0x0001), Reference Twpe: B (0x06), Byte Count: & (0x05)
File Mumber : 4 (0x0004), Starting Record: 1 (0x0001), Length of Record: 2 (0x0002)
0x0001: 3582 (0x0DFE), 0x0002: 32 (0x00207
Group Number: 2 (0x0002), Reference Twpe: § (0x06), Bwte Count: B (0x05)
File Number @ 3 (0x0003), Starting Record: 9 (0x0009), Length of Record: 2 (0x0002)
0x0009: 13261 (0x33C07, 0x0004: B4 (0=00407
(Reauest Event Mumber: 0x00000000002F)

Function 21

---- [Normal] [Reauest] (Q:0000000000300 Cxooc/xx/ s xixe: wx] =========== === o mmmmmmmm e o >
:0115000600040007000306AF04BET0003R<cr>< 1>

Server Bddress: 1 (0x01), Function Mumber: 21 (0x15)
Function Mame : Write File Record

Request Data Length: 13 (0x0D)

Group Mumber: 1 (0x0016), Reference Twpe: 6 (0x06)

File Mumber @ 4 (0x0004), Starting Record: 7 (000077, Length of Record: 3 (0x0003)
0x0007: 1711 (0x064F), 0x0008: 1214 (0xD4BED, 0x0009: 4109 (010000

<--- [Mormal] [Response] (0x000000000083) (oooe 5o 3 sl —mm=mmmm==mmmmmmm oo o
0115UDUBUUU4UUU?UUO3OBﬁFU4BE1UUD35<cr><|f>

Server Address: 1 (0x01), Function MNumber: 21 (0x1%)

Furction hame @ Write File Record

Response Data Length: 13 (0x0D)
Group Mumber: 1 (0x0016), Reference Twpe: 6 (0x06)
File Mumber @ 4 (0x0004), Starting Record: 7 (0x0007), Lenzth of Record: 3 (0x0003)
(0007: 1717 (0«064F), 0x0008: 1214 (0x04BE), 0x0009: 47109 (0x1000)
(Request Event Number: 0x000000000030)
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Function 22

--—- [MNormal] [Request] (0x0000000000300 Cooon s/ sor s xxix) —mm====mmmmmmmmm oo b
:1116000400F20025BE<cr>< >

Server Address: 17 (0x11), Function Number: 27 (0x18)

Function Mame : Mask Write Register

Reference Address: 0x0005, AND Mask: 2472 (0x00F2), OR Mask 37 (0x0025)

<--- [Mormal] [Resporse] (0x000000000045) (oo s s i s xx) —==============—==mmmmm—mmmm oo
:1116000400F20025BE<cr>< 11>

Server Address: 17 (0x11), Function Number: 22 (0x18)

Function Mame : Mask Write Register

Reference Address: 0x0005, AND Mask: 2472 (0x00F2), OR Mask 27 (0x0025)
(Request Ewent MNumber: 0x000000000030)

Function 23

-—-- [Mormal] [Request] (0x000000000035) (x50 5 %3500 335) —================mmmmmmmmmmmmmom o >
:0117000300068000E00030800FFOOFFOOFFCBS o< [ £

Server Bddress: 1 (0x01), Function Mumber: 23 (0x17)
Function Name : Read/Write Multiple Rezisters

Read Startine Address : 0x0004, Quantity to Read : § (0x0006)
Write Starting Address: 0x000F, Quantity to Write: 3 (0x0003)
Bwte Count ;B (0x06)

Register Yalue: ----- Fol lowi g --------------------

0<000F: 255 (0x00FF), 0x0010: 255 (D=00FF), 0x0011: 255 (0xD0FF)

<--- [Mormal] [Resporge] (0:000000000080) Coo/xe/xx ®xixxixg) =m============m==smmsmommommooomoe
:01170CO0FEOACDO00T0003000000FFF7<cr>< 11>

Server Bddress: 1 (0:01), Function Mumber: 23 (0x17)
Function Name : Read/Write Multiple Rezisters

Bute Count 12 (UXUC)
Rezister Value ----- Following —---========-=------
00004 : 254 (0=DOFE), UxUUU5 2765 (008000, 0x0006: T (000017, 0=0007: 3 (000037,

00008 13 (000000, 0x0009: 255 (0«00FF)
(Request Event Mumber: 0x000000000035)

Function 24

-==- [Mormal] [Request] (Dx000000000029) (oo o0/ )i )i x) —mmmmmmmm === mmm oo oo >
:0118040E05<cr>< | f>

Server Address: 1 (0x01), Function Mumber: 24 (0x18)
Funct ion Mame @ Read FIFO Queus

FIFO Pointer Address: 1246 (0x040E)
¢--- [Normal] [Response] (0:000000000037) Gooot /5o sl s ) —mmmmmm === === oo m o m oo oo
0118000800020188128490<cr><|f>

Server Address: 1 (0x01), Function Mumber: 24 (0x18)
Funct ion Mame @ Read FIFO Queus

Bvte Count: 6 (0x0006), FIFQ Count 2 (00002 )

FIFO Yalue Register: ----- Following —-------------------
0x04DE: 440 (0x01B8), 0x040F: 4?40 (0x1284)
. (Request Event Number: 0x000000000023)
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Function 43-13

--—= [Mormal] [Request] (0000000000007 Crxxlexd ) 2l mg) —=m=======mmmmm oo m s oo >
:112B0D123456789ABCOEF0 123456783 ABCOEFD 1234567833 <cr>< | >

Server Bddress: 17 (0x11), Function Number: 43-13 (0x2B-0x00)

Furction Mame : Ercapsulated Irterface Tramsport - CéMopen Gereral Ref. Rea. and Res. POU

MET Twpe: 13 (0x0D)

MEI Twpe Specific Data:r ----- Following —-=-====-=--=-------

0x12, 0x34, A6, 0x73, 0x94, UxBC UxDE OxF0, 0x12, Dx34, 0xB6, 0x78, 0x84, 0xBC, 0xDE, 0xF0,
12, 0x34, A6, 0x78

{--- [Mormal] [Response] (0x000000000035) Ceewxdsoedsx swxixxixm) —m=mmmmmmmmmmmm oo oo oo
11EBUD123458?89&BCDEFU123458?89&BCDEF0123458?833<cr><|f>

Server Bddress: 17 (0x11), Function Number: 43-13 (0x2B-0x00)

Furction Mame : Ercapsulated Irterface Tramsport - CéMopen Gereral Ref. Rea. and Res. POU

MET Twpe: 13 (0x0D)
MEI Twpe Specific Data:r ----- Following —-=-====-=--=-------
Ux}? 0x34, BB, 0x78, (x84, UxBC UxDE OxF0, 0212, 0x34, 056, 0x78, 0x94, 0:BC, 0xDE, 0xF0,

012, 0x34, AB, 0x78
(Recuest Event Number: 0:000000000001)

Function 43-14

-—-- [Mormal] [Request] (0x000000000003) oo so0/ 5 %31 50 33x) —====================——mmm——momm o >
(012BOE0TO0CH<cra< 1 f>

Server Address: 1 (0:01), Function Mumber: 43-14 (0xZB-0x0E)

Function Name @ Encapsulated Interface Transport - Read Device Identification

MED Twpe: 14 (0x0E)
Device ID Code @ 1 (0x01) Reauest to get the basic device identification (Stream Access)
Object 1D : 0 (0x00) YendorMame (Category: Basic)

<--- [Mormal] [Response] (0x000000000015) Cooo /o0 )0 xmixg) —mmmmmmmmmmmm s oo oo
:012B0E01010000030016436FE070616E79206964808E 746966596361 74896 FEED 10000 726F64 756374206 38FE4650802
DRBE32ZEATINCIr><|f>

Server Address: 1 (0x01), Function Mumber: 43-14 (0x2B-0x0E)

Function Mame : Encapsulated Interface Transport - Read Device Identification

WET Type: 14 (0x0E)

Device 1D Code 1 (0x01) Reauest to get the basic device identification (Stream Access)
Conformity Level : 1 (0x01) Basic identification (Stream access onlv)

More Follows 20 (0=00) Mo more ohject are available.

Mumber Of UbJectS 3 (Ux03)

Object Data  : ----- ol lowing ----==-------=-------

Object 10: 0 (UXUU) VendorName (Category: Basic)
Chiect Lenzth: 22 (0x16)
0x43, 0xBF, 0x60, 0x70, 0x61, 0<BE, 079, 0x20, 0x69, 0x54, 0x65, 0xBE, 0x74, 0x69, 0xB66, 0xBI
0x63, 0xB1, 0x74, 0x69, 0xBF, 0xBE
Company ident ification
Object ID: 1 (0x01) ProductCode (Catezory: Basic)
Object Lenzth: 13 (0:000
0x00, 0x72, 0xBF, 0x64, 0x7h, 0x63, Ox74, 0x20, 0«63, OxBF, 0x64, 0«85, 0x58
"Product code)”
Object I0: 2 (0:2) MajorMinorRevision (Category: Basic)
Ohject Length: & (0x05)
0§26]1Ux32 0xZE, 0x37, 0x31
{Request Event Mumber: 0:000000000003)
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